AdminTools - Blacklist an IP Address and set security notification emails

Please do not edit any other settings in your firewall aside from blacklisting IPs and setting the notification email(s).
To access the firewall, please navigate to Components > AdminTools

Select Web Application Firewall
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To view the list of suspicious IP addresses and the reason they triggered the firewall, select Blocked Request Log.
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‘ o For further protection of your site, also use the .htaccess Maker feature of this component
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AdminTools - Blacklist an IP Address and set security notification emails

You can review the blocked requests and manually blacklist an IP Address.
To blacklist, select the red flag button beside the IP Address.
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Some attempts are obviously malicious such as attempts to access "wp-admin" URLs (WordPress admin link) for the Joomla site.
This is the full list of reasons AdminTools will block a request:
https://www.akeebabackup.com/documentation/admin-tools/waf-log.html#waf-log-reasons
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AdminTools - Blacklist an IP Address and set security notification emails

To set up security notification emails, navigate to Components > AdminTools > Web Application Firewall
Select Configure WAF
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‘ o For further protection of your site, also use the .htaccess Maker feature of this component
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On the Logging & Reporting tab you can set notification emails.
Enter one or more email addresses (separated by commas) which will get notified in these fields.
Select Save & Close to save the adjusted settings.
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